Abstract. We present a bounded model checking (BMC) approach to the verification of temporal epistemic properties of multi-agent systems. We extend the temporal logic CT L * by incorporating epistemic modalities and obtain a tem-
Introduction
Model checking is a technique for automatic formal verification of finite state systems. There are many practical applications of the technique for hardware and software verification. Recently, verification of multi-agent systems (MAS) has become an active field of research. Verification of MAS has mainly focused on extending the existing model checking techniques usually used for verification of reactive systems. In the multi-agent paradigm, particular emphasis is given to the formal representation of the mental attitudes of agents, such as agents' knowledge, beliefs, desires, intentions and so on. However, the formal specifications used in the traditional model checking are most commonly expressed as formulas of temporal logics [?] such as CT L and LT L. So, the research of MAS verification has focused on the extension of traditional model checking techniques to incorporate epistemic modalities for describing information and motivation attitudes of agents [?] .
The application of model checking within the context of the logic of knowledge was first proposed by Halpern and Vardi [?] in 1991. In [?,?] , van der Hoek and Wooldridge analyzed the application of SPIN and MOCHA respectively to model checking of LT L and AT L extended by epistemic modalities. In 2004 Meyden and Su took a promising step towards model checking of anonymity properties in formulas involving knowledge [?] , and then based on the semantics of interpreted systems with local propositions, Su developed an approach to the BDD-based symbolic model checking for CKL n [?] .
Unfortunately, the main bottleneck of BDD-based symbolic model checking is the state explosion problem. One of complementary techniques to BDD-based model checking is Bounded Model Checking (BMC). The basic idea of BMC is to explore a part of the model sufficient to check a particular formula and translate the existential model checking problem (the problem that decides whether there is a path in a system satisfying a given formula) over the part of the model into a test of propositional satisfiability.
BMC In computer science, many protocols are designed so that their actions take place in rounds or steps (where no agent starts round m + 1 before all agents finish round m), and agents know what round it is now at all times. Therefore, we restrict MAS to a synchronous one, in which agents have access to a shared clock and run in synchrony.
This paper is the extension version of our previous work [?] . The aim of this paper is to develop a BMC method for an expressive branching time logic of knowledge that we call ACT L * K, which incorporates epistemic modalities into ACT L * . We adopt the synchronous interpreted systems semantics [?] . Moreover, in order to avoid extending the encoding of the states and the transition relations of the plain temporal epistemic model for the time domain of synchronous interpreted systems, we introduce a state position function to attain agents' knowledge.
The significance of ACT L * K is that the temporal expressive power of ACT L * K is greater than that of ACT LK extended from ACT L. For example, we permit the subformula of an epistemic formula (its main operator is an epistemic one) to be a state or path formula, while ACT LK only subsumes state formulas. It is convenient to use ACT L * K to specify and verify dynamic knowledge of agents in the dynamic environment of a MAS.
The rest of this paper is organized as follows. Section 2 introduces synchronous semantics of multi-agent interpreted systems. Section 3 defines the syntax and the synchronous semantics of CT L * K, and Section 4 defines the bounded semantics of ECT L * K. In Section 5, the equivalence between the synchronous semantics and the bounded one is to be proven. Section 6 describes the BMC method for ECT L * K. Finally, we conclude this paper in Section 7.
Synchronous Temporal Epistemic Model
We begin with a short discussion about a set of agents A = {1, . . . , n} and their environment e. Let L e be a set of possible states for the environment and L i a set of possible local states for each agent 
is agent i's local state at the point (r, m). We define a system R over G as a set of runs over G. (r, m) is a point in system R if r ∈ R. An interpreted system I is a structure (R, V), where R is a system over G and V assigns truth values to the primitive propositions at the global states in G.
We introduce the indistinguishability relation ∼ i for each agent i ∈ A as follows. Let s and s be two global states in G, s ∼ i s denotes that s and s are indistinguishable to agent i, i.e., i has the same local state in both s and s . If r(n) = s and r (n ) = s , we use (r, n) Thus, given a synchronous temporal epistemic model M , each run of M can be obtained by infinitely unfolding T of M from the initial state s 0 . In addition, let i ∈ A and Γ ⊆ A, the epistemic relations used by K i , D Γ , E Γ and C Γ are defined as
It is easy to prove that for any points (r, n) and (r , n ) of a synchronous system, (r, n) We define the ECT L * K logic as the restriction of CT L * K such that the negation can be applied only to propositions and the operators are restricted to E (in some path),
* K logic is also the restriction of CT L * K such that its language is defined as {¬ϕ|ϕ ∈ ECT L * K}, in which the path quantifier A (in all paths) is defined as Aϕ ≡ ¬E¬ϕ.
Definition 2 (Synchronous Semantics of CT L
* K). Let M be a model, (r, n) a point of M and α, β be CT L * K formulas. (M, r, n) |= α denotes that α is true at point (r,
n). M is omitted if it is implicitly understood. The relation |= is defined as follows:
there is a run r and time n with r(n) = r (n ) such that (r , n ) |= α, (r, n) |= Yα iff there is a run r and time n with (r, n)
As for modality K i , here we capture the intuition that agent i knows formula ϕ at point (r, n) of M exactly if at all points with the same time n that i considers possible at (r, n), ϕ is true. For the modality K i , conversely, (M, r, n) |= K i ϕ if and only if ϕ is true at some point with the same time n that i considers possible at (r, n). So with such a synchronous semantics, only one point with time n should be considered in a run. 
Definition 3 (Validity). A CT L
* K formula ϕ is valid in M (denoted M |= ϕ) iff (M, r, 0) |= ϕ for all run r in M , i.e., ϕ
Bounded Semantics of ECT L *

K
In this section we combine the bounded semantics for ECT L * [?] with epistemic modalities so that the BMC problem for ECT L * K can be translated into a propositional satisfiability problem.
Let M be a model and k a positive natural number. A k-path is a path of length k, i.e. k-path is a finite sequence π k = {s 0 , . . . , s k } of states such that (s i , s i+1 ) ∈ T for all 0 ≤ i < k, and state s i of π k can be denoted by π k (i). A finite k-path can also represent an infinite path if there is a back loop from the last state to a certain previous state of the k-path.
Given a model M , in order to translate the existential model checking into bounded model checking and the SAT problem, we only consider a part of the model M , i.e., the compact model consists of all the k-paths of M and is defined as follows. fI (k, l , c) ) and
Definition 4 (k-model). Let
From the above bounded semantics, we can see that when checking a temporal formula at the state π k (m) and time c, the time domain c corresponding to the i-th state of π k can be calculated as follows: 
Definition 7 (Validity for Bounded Semantics). An ECT L
* K formula ϕ is valid in a k-model M k (denoted M |= k ϕ) iff [M k , π k , l, 0, 0] |= ϕ for some 0 ≤ l ≤ k, where π k (0) is the initial state of M k .
Correctness of the Bounded Semantics
In this section we will prove that the ECT L 
Proof. By induction on the length of ϕ. The lemma follows directly when ϕ is a propositional variable or its negation. Assume that the hypothesis holds for all the proper subformulas of ϕ. The lemma is easily proven when ϕ = α ∨ β|α ∧ β. Consider case 1) and 2): 
where |S| is the number of reachable states in M , the lemma holds by induction on the former cases. Because the state under consideration may be the subsequent one of the initial state, the existential model checking problem here is not harder than that of Lemma ??, so Lemma ?? can be applied in the former cases.
2) Assume that α is not a "pure" LT L formula, we extend the state labelling tech- Theorem ?? shows that the satisfiability of an ECT L * K formula ϕ in the bounded semantics is equivalent to the unbounded one with the diameter |M | · |ϕ| · 2 |ϕ| .
